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Squyr ships SHA�256 tokens between two parties — sender and recipient — without either party sharing

PII, depending on a shared infrastructure vendor, or trusting the other unilaterally. 
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●

Both parties hold their own master cryptographic material in their own KMS

infrastructure. Neither party shares raw key material. A 

 using HKDF�SHA256 over both parties' public

commitments and a per-bundle salt.

Identifiers are normalized and hashed with SHA�256 at the Sender. The hashes

are encrypted with AES�256�GCM using the derived key. The Sender signs the

bundle with Ed25519. The bundle transits over mutual TLS or a pre-signed S3

URL. The Recipient verifies the signature, derives the same key locally, and

unwraps the tokens.

Only SHA�256 hashes — wrapped in authenticated encryption — flow between

parties.
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FIPS 180-4 Identifier hashing

RFC

5869
Bilateral key derivation

FIPS 197 ·

800-38D
Token encryption

RFC 8032 Bundle authentication

●

✓  Only encrypted SHA�256 hashes flow between

parties.

✓  Neither party alone can decrypt the bundle.

✓  All algorithms are publicly

specified RFCs.

✓  Hash-chained, cryptographically

signed on both sides.
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