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Three failure modes are stalling otherwise-good partnerships across the industry. Each is solvable.
None of them have been solved at scale.

Pharma data partnerships still rely on SFTP and CSV.

Manual processes, copied data, no audit trail, no

revocation, no real-time control. Vendors ship files.

Buyers store them. Nobody can prove what

happened next.

Most data vendors require partners to activate

through the vendor's own platform. Buyers lose

control of where data flows, which DSPs see it, and

how measurement closes. Every licensing decision

becomes an infrastructure commitment.

Every data movement requires BAA review, security

audits, and weeks of legal back-and-forth. Even pre-

approved partners restart the process for each new

dataset. Sales cycles measured in quarters, not

weeks.



The right model isn't faster file transfer. It's bilateral cryptographic trust — where neither
party can act unilaterally, both parties can prove what moved, and no PII ever leaves
home.

VENDOR

server

PII.CSV

name, phone, email

BUYER

server

Files flow. PII copies. Audit logs diverge.

SENDER

K_a · private

TOKEN

no PII

RECIPIENT

S_b · private

Trust flows. Tokens exchange. No PII crosses.



Three environments. Five operations. Industry-standard cryptography.

D A T A  O R I G I N

0 1 SHA-256 · deterministic

0 2 AES-256-GCM · authenticated

K _ S E N D E R  ·  P R I V A T E  S A L T

never transmitted
stays in sender environment

T R A N S I T

0 3

E N C R Y P T E D  B U N D L E

· hashed identifiers

· AES-256-GCM ciphertext

· bilateral audit log

· no PII payload

A C T I V A T I O N

0 4 HKDF · bilateral

0 5 activate · suppress · match

S _ R E C I P I E N T  ·  P R I V A T E  S A L T

never transmitted
stays in recipient environment

NEITHER SIDE CAN ACT ALONE

 deterministic hashing.  authenticated encryption.  bilateral key derivation. All primitives FIPS 140�2 compliant via standard

Web Crypto APIs. The same cryptographic foundation trusted by major clean room platforms — applied to healthcare data partnerships specifically.



Four properties that make modern partnerships work.

Activate through whatever identity infrastructure fits each campaign —

Epsilon, your DSP partners, internal clean rooms, RampID-equivalent

translation. No vendor lock-in. The data ships clean; activation is your

stack's job.

No phone numbers, names, or addresses ever cross between parties. Only

encrypted SHA�256 tokens. HIPAA-safe by design — the underlying PII

never leaves the sender's environment.

Neither party can decrypt unilaterally. The salt is split between sender and

recipient. A breach of one side leaves the other side's data

cryptographically opaque.

Both parties log every operation. Cryptographically signed, mutually

auditable trail. Compliance officers at either company can prove what data

moved, when, and to whom.



Honest assessment of the cryptographic posture.

Sender's private salt
+ encrypted token bundles

Useless without recipient's salt half. Bundle cannot be
unwrapped from sender side alone.

Recipient's private salt
+ previously unwrapped hashes

Past matches remain valid. Future bundles unbreakable
after salt rotation.

AES-256-GCM ciphertext Useless without both salts and transport key. Authenticated
encryption rejects tampering.

Full crypto context
within rotation window

Quarterly salt rotation limits exposure to �90 days. Beyond
window, bundles are unrecoverable.

 It is computationally infeasible to break without simultaneous breach of both parties plus access to the encrypted bundle, all within the
active salt rotation window. The same standard every major data collaboration platform operates under.



THIIC uses the same fundamental primitives as proven clean room platforms. Optimized for healthcare data
exchange specifically.

✓ ✓ ✓ ✓ ✓

✓ ✓ ✓ ✓ ✓

✓ — — — —

✓ — —

✓ — — — —

✓ ✓ —

✓ — — — —

 The first protocol designed from the start for pharma audience data partnerships rather than
retrofitted from consumer ad-tech.



Bilateral exchange removes a layer of vendor fees from the healthcare data stack.

Vendor licenses data

Pays identity platform fees $100K–$500K/year

Pays per-record processing costs

Activates through platform's preferred DSPs

Buyer pays platform fees on top

NET RESULT

40–60% gross margins · lock-in to one identity stack

Vendor licenses data with THIIC bundled

Ships SHA�256 tokens directly to buyer

Buyer activates through their existing infrastructure

Buyer's identity platforms handle cross-format translation

No additional vendor fees in the middle

NET RESULT

80–90% gross margins · full multi-stack flexibility



Probabilistic audience modeling — cookie-based, behavioral, inferred — is losing trust as third-party tracking ends. Deterministic patient data

is becoming the gold standard for both compliance and performance.

Buyers now run multi-stack identity environments — Epsilon plus LiveRamp plus internal clean rooms plus DSP-native graphs. Data that's

locked into one platform is becoming a liability. Multi-stack-ready is the new default.

HIPAA enforcement is tightening. State-level health privacy laws are proliferating. BAA requirements are getting stricter. Architectures that

move PII are increasingly hard to defend; architectures that move trust are increasingly required.



THIIC is not a separate product. It's how Summit data ships — to any partner, into any
identity stack, under any campaign. 
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